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l*T^-$£Bi^bLTfS^'(b J r-$£±j£U 1^1 

^•tlEltLfca^-^Ufc. *»©***- i±E* 
t— ?;U= fc (t §-tE*£ife©Bt*§-S 4: © Stf&Ba^ £Ett 

fBS!^Lf=Bt^g$fflL^r±EBt^-1bT : — 
«b. 

JhE«»©B&#«£ Effi Lfcfi-r— fc . 
«!&©8sSs*- 1 ±E« j t l - ^H=fc It &-bEttft©lt 

-tEBHSfc-r-* 1 1 *l=a«**i4±E**+— 
t*r±E««7 l -^U*««-r*wi:l=«»:U. SK&sit 

#S«5R#K4:. 

±E^#Lf=Bf^£l^ffl^-C±EBt^b7 ; -^ £«*r 

H»#jg3] ±EBt#assis^ai±, -tEBS^^T 1 -^ 

4: A: tl=jai«**i-&**-T-^tBSflMII=»-5l^T* 
»ffl©-tE«SSx— ?;U*S 1 o©Mf-^^I« 
L. ±E«**-*m*T3HSM?Lfc**T-?jU£ 
C fc * *#St«b f *H *« 2 lcfEi£©§<igB„ 
[tt*4U] JbE«S#SSl5S*S(±. ±E»*fl; J r-r * 
4: 4: t.l=afll**i*«-T-^»JE1t«l=»-Jl^r** 

* 6 ttiW £ Ct £4#8t 4: -T 2 l=EK©S1RS- 

Bo 

[R*«5] a»<DBt#«*E«Lfc«T-^Ut. 
tg&©&3!*- 1 ±E»t - 7;U= £ It SiE«»«)B& 

^etoo^iBiiissEiaLfcftas^— ^;ut. 

*© iEttsfs - £ m * T ±EttSg x — £ -T 
•6ctlr«i:y, S^«l^^-(-«l5-r^Bg^g£-hE@ 
t-^Uj^ &*»-r 4: Sftx « C 4: £ 

[M*4I6] JLEHt^a«5ft^KI±» BfJEOtt*^-^ 
;u»sitH»i=»"JL^-c**«a>±E«JlST— ^7U3^& 1 



»JE««l=»-Sl^r«lM(DJiE«-7 l -^U!^6 1 o© 
®t— :?;u£igfl?l,» ±Ett^+-l=«(E-Ti)BS#«£ 
IS&a!«? L.fc«^f - & - 4: 4: -T S 

Bt*B 5 I^EK<0Bt#aei3RSIBo 

[it** si tsa©«isg4r— 4:®^— ^uA^Eif-rsa 

»©l«^«4:<D»(BBJ**E«Lfc**T-^U*. ff 
g©JtE&3&*— £ffllvc**U SK&*4r-l=*fJ£ 
■T*-tEB»«*±E«T-^u^6tt#-r«c4:*W 

»«©-t£&5R^— 1 oroftjRx— ^;u£S« 
**T 5 C 4: £1*tt t T «tt #S 8 f =Ett©lft*ftttX 

ai(n±Eif-^& 1 -3©@^f-^;u£a«b, 
±E»**-r=»it-r -s*#«*a»a« Lfc«T-^ 
e> set 4: -r «k«b s iciasroBt^ 

[3891©#fflfclftlp§] 
[0000] 

fl * £Bf ^-<b Lf»i£^- LT«BK-T SIIHieat 
[0 0 0 0] 

[&£©&«] S?*;HB**ka*>X-f-AI=fcl» 

f»SK^SBB« (CA:Conditional A 
c c e s s) *<JBl*&*t"Cl^&. 
[0 0 00] -«(=IBS««««|l=tet^rtt. 
aS©HIH4> . i£«fl'J 4: Sftffil 4: T-*a©BS^a £S 
£U *£gHe#e£ffl<^-CEfflrr*T— h 'J — A© 
Bf ^b&tf SHHb£fr 5 *ii®Bt#'(b^SC*<iiffl $ *ir 

[OOOO] A^A^•5K^S^itS«^ICfcL^rl±, gffi^SKl 

[0 0 0 0] OH»ttaSfllSBnft©EfltSBl=Eft$ 

titfcy, SAttB^&©»^ («*««©«! y»jt* 

[oooo] t^-t v^vufesSfeilvx^A 

£« l^-c t— 9 &m zft 5 mm.?— $ ein t 
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Peir-eiii-r -5 C t *><X # £ t> 5 « £ A<& -5 „ 
[oooo] ccD^&ffiSf"— $e&->x^AlrfciN 

L^-pfcl^P^e^fc-ljo -OfcttSiM^— 

»ffl5figaf^i<- ^bu, m-<D?)i,—yizm?z> 

>u— :?l=*t*-*H«M*"7JU*:*"v;* halt 
iff- S'e^lvXxAI^SMl-^tt^WLr^* 

[oooo] <iSija«tinffiiHttr'i*S{lSMicfcit 

[oooo] cc-c% esijffiitai;^jHia>ja5^^« 
lto 0 *^xz\<D&mmiz7ji>—zfmzw\i)£xt>ixx 

[OOOO] CCDfctfK C(Dc»:5ti:fi»JJHiRtj:|5lffiS 
^-^ut^iiSO^^-^u^Jtocfclrfjry. « 

[OOOO] *&IKf4JiUL<»j5£%itLTfc£;ftfc4,<7) 
[OOOO] 

tlSffll^Tf-J £nt-s§-<b L-CBt^b^— ^ 

<bx—S»l-f'tLTilHl-r*2l<lSSi:. Bt^b^-S $ 
5<l-rSSfi#St. *tS<Z>Bf^@£fEtSLf-@^-? 
;ut. «St(D^5g4r-&i;stil5Bi#g|i:a)*tfEH^*IE 

•5g(I3£S t £ fii *. * «fe 5 \z Lfc. 

[OOOO] ffi»CDBg#@£fH1SLfciS«Wfi6fc£rr- 



-r - $ 83? L T 8f- ^U*> <=> Bf 
#g|$®l#-r-5<fc?l-LfcCi:lc«i;y. ffiattfltjft-C. 

<ta«*a-v»Bi#ft*ai=»i6 l s repeal ->x 
[oooo] 

[OOOO] ( 1 ) HMt — 9 feiM vXt- Afl>±(*St/5fc 

— ^e^vX^ A£*L. T-i* 2. 113, 

& tfltSaro H-«*T? ft £ S'fllfl isZ.TJ*4X-mi&.t<tt 

*W r-5£fl'L-Cj$l£;*:h.-Cl^-&„ £fc£fl 

fill t- A 2 £ git £-9— :/ p / U 9 1 SglEffll 
vXTA4^^-ri>S<i#i:<DF B 1t?li. ^AS^ffiS 

-So 

[OOOO] 26(iffl"lvX ; rA2l-fc^riot. S^i£IHM 
1 1, ^-$+r— /<1 2&tf2HHaUI^Ml 3A<n-*j 

[OOOO] 014. gffifflll^X^r^frii'f 

tlttfltSm 1 ^^-LrSifrSo f Lt^ffllSil O 

14^— Si^tu^^rcfS^-c. i=— s»-y— 2^14^ 

V^-^«;h5±<0f-i>*-/< (S^-B-T) A^f 1 — 
$£g&*HiL.. iHfiS&Slggl 3ir«Ji&-rSo 

[OOOO] jSHlMa^Ml 314. m&ZtltzT-**: 
IP (Internet Protocol) /^^--y h 
•IbLfc^B&^bL. $f.l:3SlP/^->h$, DVB 

(digital Video Broadcast i 
ng) ^-*»2H±*§ (EN3 0 1 1 9 2) |C**L 

fc-ir^ i/a >«tPf litL^T 5 — ^ vOcD'*^ n— Kir 
Slt^o ^LTill^SgMl 3l*-t?^va>£MP 
E G (M ovingPicture Experts 

Group) 2ttizmmLtzmj£&<D/*'rv b\z#m 

H^yTS (Transport St ream) /i+T 

[OOOO] C^tilf-^li^yXfA 1 (z^l,>r 
(i. ttX9c&m%\Tt&ft^t LtMP EG2-TS (M 
ovlng Picture Experts Gro 
up2 Transport Strea m) 
^P I D (Packet ID) SfifflS£S40>9fi 
S©2 1 ^«MI812 2(&E*C(Df£Sl]#-5t£ Ltffl 
LNtL^MAC (Media Access Cont 

r o I : >ir-f 7T^-trX©J^) 7 K LTl^ 
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A1 ■efflt^&*L-5±"C(DBt^«SE3»Lfc«T'— ^UT 
key. y<DP I Dtif- ^UT k e y CUE 

tl-fttCDMACT K^X^T— ^UT k e y |C|E1S£ 
4ifcBt»«fca>»fl5Bl«*IBiaSLfcMACT KUXft* 

[0 0 0 0] $iJgfl^Ml 0I*P I D£m*TEI*ii«£ 

fr5*§£l*P i D&ig^f— :?;ut 0(D{£JB£. mac? 
-?;ut 1 ottffl 1 3izft^-r^>o %« 

Mgll 3(i^$ttfc«llR^-^UTOX(iT 1 £ 

[0 0 0 0] C0)i:#Sf«i«tl1 3f4. 
>(c#i±t>tLfc^^^ (-tr^va >^$0 WOCKI 

( C o mm on Key Indicator. %k.v&.) 
<DfiI£. 097Ltf^aiS«"eP I D«*-r— ^l/TOJtt 
JBLfc*£l* Toj . flgltiMTCMACT Kl/XMf 

-^;ut i ^ffifflLfnii^ii r i j fc-r*. *fc2MMa 

[0 0 0 0] *LTH6«ffiS»t1 3fi. ^< LTtrt 
LfcTS/^*; hfr£ h^>X*°— MJ— A££/£ 

1 5**Lt79^U >*»S 2 <h LT^M3lCffi][tT 

[0000] «M3liT^^«J>^»S2*g«LTit 

4icifi]itTHi£{rr£o 

[oooo] -^SmfflJvX^rA4|cte^-C!i. Sff^ 
32 1. lElttSfliSB2 3. at/. Vj-JHa 

h9-^7 2 4£ttLT*B5lCj$«S;h/ri*4o 
[0 0 0 0] §:{IgS2 1 fi. »«7>t-*-2 O^^L 

[0 0 0 0] *fclt«fti8l2 2li, =L— tffCcfcoT 

0)ltUS3K$lsllftttttKB 2 3 & * h 

[0 0 0 0] (2) ^mSMO«Jl£ 

g«fiSvX^A4(DSfiSa2 1 £B2«fflLvc 

[0 0 0 0] 3MISM2 1 Izfel^TI** ^S§(1SS2 



1 ^(*^f»J^p-r^»CPU (Central Pross 
ecing Unit) 30 |C. 3 9 £^>L"C:7P 

>hX>KW3 1. f?il/f?^^3 2, M^^^ 
£3 3. m-5§-SP3 4. fi*;*35, /<*;77 3 6, A 
^iSi3 7&tf-r>*-?x-XSi3 StfttttSJl/C 

[0000] ?P> hx> KS3 1 I*. S1l7>ir^-2 
0^LTgiLfc^>'J>^«S3$«iL, 
>XtH— hX h U — A D 3 1 tLtf^l/f?U^^3 
2(Ctt$&-T4o f7jl/f?l/9»3 2tth7>X#-h 
X h'j— AD 3 1 j^6P I DlCg-3l\-Cifcg&T S/^T 
'VKD^»U Sffl^>rVU^3 3lcMt5c 

fc&iiSfi:?*^* 3 3fi. TS/^^hOA^^i 
r=«^T7— »fl[*Aair=7K«:T8/^^ k«eu: 

[oooo] m-^-^p 3 4 litat ^>m.^mm\zm^x 

««3 7l=Hl^fe1±fimV llISIIil3 7^b 
Bt#B£IM»-r*o -tLT««3 4 I*. TS/^7h 

ssa^Ltt^ya^saTcL^ a«i3RSS3 7 

£X h'J-AD3 4^#^ 0 
[OOOO] &Xtt&M!1H-V3 4ltfi7* 3 5I^« 
ff->Xh'J-AD3 4t«ISU ]E«fC«#«l«3&< 

X t- A 2 A% £ »Mh>* t- A 4 "M7>Bf-5§-@<Dg CtS L *>< 

fc«fc^ra#As^fT=bHfc«^$gSLr*>y. n*. 

(Cycr i c Redundancy Code) ^ 

3 5li«^— *X h'J — AD 3 4|zfcU*"C»US*Lfc: 
CRCOitf»**ifcCRC0)IfcftW4zi:i:J: 

•>*3 5<Z>»ft(*i**D«1!6T?fcy. ^<7>#£(D*f»;i:* 

tfrfeai^a)-efc#itf. «-^s»3 4i*«^r— *x hu 

-AD 34^773 6IZlt*«»-rft 0 
[0 0 0 0] ±3iLtz7n > hx> KB 3 l^bfi«> 
* 3 5(c5«*T»0>«iailiC PU3 0<D«iSi:I*attL 

AD 3 4^ffl*pTteft»IHlC. CPU3 04<ai»f 
— * X h U -AD 3 4 £ *!!iiPlf£T*fc£ £ f±E t> fcl*. 
CKDW A^^^H^-r^fctf). /^77 3 6li»f 
-*X h'J — AD3 4£— B*M[C*irrS 0 /^773 
6(C^a^ttfrm-§-T r -^Xhy-AD3 4(i. CPU 

3 oosjfflifcjscrss^ai^ti-f ^93 8 

dAAlStu p — fiJU^y Y-D—O 2 4 (ID 

r « S^lSI 2 2 1 - «jg $ *t * o 
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[oooo] o) ««saicj3it«a-^«ia 

»aitt« (EN 30 1 1 9 2) (C.fctLll t^?V3 

>^ ? ya> tf h cDfJj y ttit lis 3 (c^-rii y r* fe y . 

7 KbX#6<!:li. MAC7Kl/X0)I±(if^hjB 
i t 4 7. gTfttf y hSB i t 0£ Lf::£#a>. B i 

t7^bBi to £^£v w h ( 8 b i t ) £igi*-r 

[0 0 0 0] ^WICcfc^ffiMv'-^^vX^A 1 (c 
fcl^TI*. ftffi2 0 0 1 -1 3 6 1 5 9 £ ftfrftjg. 

KS0lH4t'7h (S3(D2fTAOf 2f@(D/\Vh 
<DD7) JCKId:^ 0 f Ltilf- ^feiSvX 
tA1 irfcixrii. ±^Lf;J:5l:CK I (7)ffi£. lUfB 
iHlT'P I D&^-^bTO£{£fflLfcii^[i 

roj % fl»KnreMAC7 KuxttsTr— "^ut 1 £ 
teJ8Lfc»*i* r i j t-f&o 
[oooo] ::t% d v B^-*tti£tttiMc;fci>T 

li. CKIli TReservedJ tS*LT*>y. Mt 
LT r 1 j ££££ 3 ^HTl^o P I D£JBl^ 

fcH«»«teM A C7 K * ffl t^fcfflSiJiiftlZtt^r 

*y»*ft»3i»a-efc-Bt#it6*L*©-e. nun 
(Dt^iccKi^ roj £-r££^#>&c£T*. dvb 

I-. ift§|2 0 0 1 - 1 3 6 1 5 $ 

*i»a*«fflLfc«^iccK i * roj tu liflJiHl 
t?«sja*ttfflLfci§«iccK i s ru ^-r-Sctaic 

<C**tTfcy . ^<Dtzthftffi2 0 0 1 - 1 3 6 1 5 9 T? 

sses ic® ffl-r « c t *<-c * « o 

[0 0 0 0] 5<1SS2 1 <D«#«3 4 1*. -fe<;va> 

i\ ck i roj -eniuiloJlft* TS/^^ho 

P I D£M*-fcLTCM=ttft-r«tt4MltP I D 

»*t— ofr&ttxu CKiA<rij -efflBJS 

[0 0 0 0] B4(*tttt%»3 7 0>ftf&£3FL. -t&L 
fcPID«5gf-?;H0, MAC7KUX«*f-? 
;bT 1 Rt/a^f— key £ *f LT l>6 £ £ £ 

SttttRx-^iUTOxiiT i <D-;fr£gtt-f £-tzu$ 

£ 3 7ASSLtl^ 0 
[0 0 0 0] m"r—?)i,T k e y l*p<!0)L/=l — Kt* 

C^||®±®mT-$fc2lvX^Al irfc^Tfi. Ev 



e n&Pp^Od d^(D2 0<&B§-^a^J£*rLTfc 

Tkeyli, Eve n JfflFiUOBa^a ( TK e y Ej T?^ 
i~) SISaLfcgf-^TkeyEi:, O d d fflRCD 
( TKeyOJ t?^^) ^^LfrS^-^UT 

[0 0 0 0] &tz. P I Dfelf — "^JbT 0 iCfel^TIi 

r<DP i D(Z>fl<h:. a^r— ^;ut k e yto\ztei+&mm 
P I Dir»fcLfcl»#«a>tt« (Mtfl/a-Klt) 

**-TttBll3efllKp3b<E»$*LT^« 0 IhJ^IZMAC 
7 KL/XftSf-^UT 1 [zfct>r(im<i(7)U=i— K* 
*L-CJsy, -ttt-etHc«**— t LtO)MAC7 Kb 
X(DfiSt. Si 1 — 3f;bT k e yWl:fclt^iiMAC7 

3&<K»S*lTl**. Kp [x] [y] l±. t— ^ 

[oooo] c ^r*^^^— ^;ut orxSt i icjsi^t 

I*. »a««»*-lC»LTH-fltO)tt«ll*ffl[KpA< 
»lfcttl*&ftTl*T***:bttl\, MKDMA 
C7 KUXlc»LTH-(DBi#a*iijy^r4»^ d 
*ibfl)MAC7 Kuxic»-r*tt«f|£fitK p liH— tt 

[0 0 0 0] ftfc. a^~ 3f;bT k e y l*C0#B£-5§-a, 

p i DttsR-r— ^;bT o^cds-p i DSi;Mi}ifi 

Kp. tl/|:MAC7KUX^f|f-^l/T1rt(D^M 

AC7KbX*tf*tti»tiKpi:B, 
/MSStVa I i d \fy h ( rvj ■xttt) 35<S(t 

6*L-cjsy. f tif^^a/iasaji Lttss is 
tttf n j a)«*»fcL. roj a>BM*»*-r*. * 

fc. E v e nif B la)af-^H k e y E^ffll>rB§^ 
it LtzmS* &i£-f <5> P SC(Payload Scr 
ambl ingControl) <Z>-t{4fcf % > h(7)fi|£ 
roj Od dif B lO)gf-^H k e y OSfflL^ 

rBt^bLfcig-&. ps ca>±VL\£y h<Dm& ru t 

[0 0 0 0] CCDct5lca«l^gP3 7 1*. Bt^aCDHt*: 
^IBlSLfca^f-^bT keyt, ^Sa^~^;bT k 
e y F*<O&0t^-a<t&3t*— (P I DXIiMAC7 Kb 
X) £<D»J£Hffi£ffia£L*:P I DttSf-^TOS 
tfMAC7Kl/X^f-^T1i:^Lt^5 0 C 
(7)fr^a^^aJ3 7 1*. P I D&mT — ^l/&(/MAC 
7 KUXttSR^r— ^U**L^<iJca7-f-;bK*»lt4 

a^trit^. attx«3 7a>@B««£M3t-r«cj:3b< 

[0 0 0 0] BttK93 7 0)tb^^37Ali, CK I 
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roj (Dt^p i Dtt*-x— 3f;uT o&MRT&o * 

LXmtkm%fr3 7I4T S/Vry h<DP I D£&3^— £ 
LtP I Dft*f-?;H0$a*L, P I DOffi*^ 

^£11^— ^;UT k e yfr&K*tHLTflH-tt3 4 left 
^tl) 0 £fdK&X3|S3 7<D±ls<7$ 3 7 A 14. CKI 

ri j cot^MAcr Kux^f-^n 1 ^iis 

"T^o -€-Lra«5RSP3 7li-b^V3>^7^0)MAC 
7 Kl/XS»«*-t LTMAC7 KUX^f-^ 
T1£&^L. M A C7 KL/Xfl)i^*ftt4 - K 

T k e y^t,Sfe^ffiLT:a#gP3 4IZ«$&-f &o 
[0 0 0 0] -tLT«^-ffl3 4f4. ^< LT*fcOT« 

[0 0 0 0] (4) SMl^l 

[0 0 0 0] «^Sf53 4I4RT 1 -Cffl«*|IH&U X^ 
y^S P 1 (Cfcl^T. -tz^ V3 V^y^fCfB^tLTl^ 

hCDP I Dfl/vX^ P RlCftAL. 
T^y^S P 2lCilt7o 

[0 0 0 0] Xf ^^SP2l:fcLNtMgP3 4li, 4? 
^>3 >^^^|Cfc(t^P S C (P a y I o a d Sc 

rambling Control) (EU 3 ) (DTiiL fcf 

* (rttfcft i p/^»> h) 36<Bt^b**triv43&>g36> 

^ozititTisLkiy h*>< roj T*&y. ^tt-tr 

^b^nrt^^l^i:$aLTfcy . «-^S|S3 4l4X J ry 

^spi z^m*** B»*»»«issfT*3"ric-b^i/3> 

[0 0 0 0] CtlHSLtXf 7^SP 2lzfcl%T#£ 
«SS*<»t>*lfci§^. C<7)C<>:(4PSC(DT{it: *y h*< 
r 1 j "Cfcy. ^8t^'>a>O^P- KfcES^tL 

^-§■^3 4f4X^^3^S P 3|zMt;o 

[0 0 0 0] 7,TVZfS P 3da5l^T&-S§-$|i3 414. -fc 
^y3^7^l:fcltl>CKI (S3) CDfilrS-5i> 
T. P I Dtt*^r— ^TOSffll^rBt^a^ttsR-TK 
#J&V MAC7 KbX^f-^H 1 SffllNt^i 
***-r^<#]6^*flBfr*o Xir^^S P 3lca3l*TW 

^JSS^t>nfc«^. zo)c<ti4CK i roj 
y. a»tj$/3>3&<H«jio-i!jy3>t, pid 

LTfcy. a-^»3 4(4x^^^sp4^ait?o 

[0 0 0 0] X^yZJS P 4fCfcl>-C. tt^SP 3 4 I4@ 
«*»3 7(C»LTBBL^t)1±*fTlV UvX^PRC 



IE<I^tlTL>4P I D(DM^-(tLtP I DttX 
f-T'yuo^lt^o m&m&3 7fCfclt4P I D 
«* J f--:?;uToa>«3Ri4* ^ISp i Dfeif-^n 
0©*lHi- Kfit&Hfc* P I DZ?*— )l FRZfitm 

dt'-> h^ir^oic ri j ) — KdSLTP I Drt< 

[0 0 0 0] -eLTm^-a53 4(4. P I Dgt^-^U 

^. xt^spi i rz»-3ra»-b^va>*«siL 

[OOOO] CtL[z^Lrm^-g|5 3 4(4. P I D&m^r 

lft£»Kp [0] [y] £UvX$KpfC<ftAL. X 
TVZfS P 8(Z*££ 0 
[0 0 0 0] Xf7 7°SP3l:fcl^^^ 

^ftfcii^. ^o^iiicK i ri j -cfcy. *£tt 

-tz^va >7b<e^iJ®{lC0iz^i>3 >T?. MAC7 K UX 

Ltfcy, tt^»3 4I4x J f*>^SP 6^Jtt; 0 
[OOOO] Xt-^^S P6fCj3^T«*»3 4f4«tt 
5^3 7frp D U^;bl±£m^ U VX £ M R |:ifEtI£*L 
TMMAC7 KUX^jl^i^-cl: LTMAC7 K 
l/X^if-7*JH 1 $^tl.o ««*»3 Tlzfclf 
4MAC7 Kl/X^if-^H 1 o>a*iixf^?s 
P4£f5j*£lz. ^iMAC7 KbX^^f — 1 (D 
5fc^U=i— Kfr&Hlfz* MAC7 KUX7^-;i/ K&tf 

ACT 7 KUXj&<$S^4*T?m*h.<So 

[OOOO] -€-LTa-^SiJ3 4I4. MAC7KU^| 
i 1 — 3?VUT 1 I^ICMA C 7 KbXA<^ifetl»L/3 - K*< 
#£L£rfro/cii^. Xf7^SP1 1 Iz^oT^S-tz 
^va>$IIL^ X^y^S P 1 2lz^oT^^ 

[0000] -mc^LTm-^aJ3 4f4. MAC7 Kb 

xSif-^n i rtlcMACT Kuxa<^grf £Ua 
— KA<#ft Lfcii^ Xf7^SP7l:^ot^a 
L*=U3— K<Dfi«}fjettKp [1] [ y ] Jbvx^ 
KplcftAL. Xt77°SP8l:^|, 0 
[OOOO] ^TVZfS P 8fzfcl^T^-S§-$i5 3 4(4. P 

^-£(53 4(4. UvX£ EOCDfil^ To_| Eve 
nttMf-^HkeyE^b, UvX^KpCDl 
l:Mtl)EvenIf B la)iKeyE [Kp] (COL>T 
£>Va I i dlf^hSUyX^Va I i ddftAf^CD 
(Z*tL. L/yX^EO^ r 1 j 0)<t#. Oddffi 
Olf-^TkeyO^b, UvX^ K pCDfiK^^iS 
t^O d d^rBlCDgK e y O [Kp] C:oi>T<Z> V a I 
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i d try h$L/vX^ Valid (cftAL. *<BX^ 
[0 0 0 0] X^'y^SP9lrfc^T«-5§-£&3 41*. L> 

**i»rr«. x^-y^spgir^rssismtf^ft 
spi 2ic»ora»-b^va>ic»-r4«ias»T"r 

So 

[0 0 0 0] CtLlr^LTX^r^^S P 9lcfct\-C^^ 
fSS3&«f#£*x*:*§^ zcD^^fiP I DXfiMACT K 

T^y^S P 1 0lC^S o 

[0 0 0 0] X^f*y :?S P 1 Ofrfcl^Tm^£li3 4(*. 
^;UT k o y^bbvX^ Kp&l/UvX^ EO 
l:»ltt«af-*Key [Kp. EO] £flk U U U 
MilMfrr— * * ffll^T-b^ > 3 >CD^>< p- K*fl» 
U ^f^SP 1 2fr8oT«kaS»T-r*. 

[0 0 0 0] ^<LT««li, 20<D*fc*BttgK* 

[0 0 0 0] (5) K^St/^m 

1 3f*. SIlvXfA4fl)f- ^tt^ttSL»*ICj£C. 
f:f-^^f-^f-/^bI^L, CtlS I P/N^ 

•yMbLfcflL *6ic»»<b. -b^vaXbWTS^ 
^^hibL, 7*y^U>£&S2<hLTi£{l7> J r:M 
5£:frLTtSjm3lc&liU-£o 

[oooo] za>^«siniisti 3r*. am-r^r 

U^TbtifcP I D|c»Jt:-r4Bt*«*P I D«*ir- 
roj t*&a 

[oooo] ^tLiz»Lrasfi«iassiii 3i*ffl»ja« 

[oooo] CM*>^fA40)SIKl2 i I*. Sit 
T>^1-3 9£tfLTS«Lfcy^>'J>*«S 3£« 
IHLTK7>X7K— hXh'J-AD3 1 § 

«asfi2 i o>a^«3 4i*. h7>7*-hxh';-A 

D3 1 ^TS/^*; hA*&-fe**>a >$H<S^-r^o 
[0 0 0 0] f LTS§S3 4li, &&fg$0 3 7fcHL* 
*sb-fr*fTl\ t^v3>^7?0)CKlA< foj (D£ 



f-^nos8*L, ttsatsjMt&tLfcifrBttKtt 

K pfr«|^-r«5>Bg^@$S^~^;UT k e y 

u ^seg^g|$ffiiNT^ssiiSM2 i ^■r«n« 

•fe^v3>^7^CK i a< r i j t^va> 
^^yicEBA**^fcMAC7 Kl/Xj^-t LTM 

keyfr&MU lttMltlB^TfiKMM2 

[0 0 0 0] m±(D«iSlcJ:Hl*. B&-^®0)***E1t 
Lfcif- ^UT k e y ^Sg^—^UT keyW 

mop i ds*^— ^;ut o&ifmzmmmcoMACT 

Kl/X««f-^H 1 £@gl3?lSJ3 7I=RW\ P I D 
Xf*MAC7 KUXS«**-t LTP I D*$3it^-^ 
;HOXIiMAC7 Kl/X«*f- ^/UT 1 U 

-ZtJUT k e y A>t)Bf^e$ffilS-rScfc5»CLfcCtlC 
cfeU. P I Dft*f-^WMAC7K^*«f- 

5^gP 3 7 CD D * SUM" « C *<T* # « o 
[0000] #] X. If D E S (Data Encrypt 
ion Standard) Sa<DHf-^b*5*T?f** — 
65IC4 8 - 1 2 8t*«> h*a*<DI«#(l3&<ffll^*L4o 
dtUcfcTLT. fllf-^iESyXfAl IzfcLN-C 1 6 

*»*-r*fc«>a>tt«»afiiK P i*4 e *y hfi&tuia 

<. U=i- Krtfc^-yu Kit LTBiMrr-* 

[oooo] asR^f— ^;utfflL^*ctiZcfey % 

[oooo] Wxii. ttas^f— ^uSffli^fci^-r* 

ItOMACT Kb^i:»LtB-©Wltliy 
STa»£-ct* Bf- ^H:I*mac7 Kuxafllk 

[0 0 0 0] *t>lZ % #tt»T~ ^KD-r-*«fir*a 
3tLT*5eL»*fctfK P I DiMAC7K UXOcfc 5 
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[oooo] c 6 ) ifecDmmmm 

[oooo] titz-ti&<Dmm<Ditm\~t5i^Ti*. mmm 
m t m%\ mm t y mi x * eat & »if- * 

££vx^Aicfci*T\ 2«<D«* J r--:7;i*£ttl*#lt 
r**«***-r*cfc5lcLfc36«, *fMHI*::*ilc|Re> 

[oooo] £ t,lc±.^(Dg|J6(D^S^fc^"C(i. fniffi 

ysi^TBt^bstT^WM^-^e^vx^Ajcfc^ 
[oooo] s7(*^a)a^o)ass5Rss3 7(D«ia« 

1 fl(Dtt*T— ^VUT 0 2«0>a j f— 
T k e y 0^t/@^ — k e y 1 £ LTl>£ £ 

tilC. Slgf-^H key OMT k e y 1 C7>— 

[oooo] «*t— ^;ut oi4-taa)*lta>»ffia>p 

li(Oif-^T k e y (04) tf^lfillC. Even 
JaiHKDM-r — k e y EtOd dXRIBOT k e y O 

«h?tLTL>^ 0 ^JlIcSLTBt— :7;UT k e y 1 14 
E v e nHH&Od d JMaBMtftt < * 
©If? hftjM^— "^UT key 0 tli*«:4o 
[0 0 0 0] S«j^fA20!)SMIttl1 3 (0 

i) i*. ipj»3S«i o<D*j»icjsi:r«T~ ^;ut k e 

y 0XI4T k e y 1 CD Jf* SttftO) 

[OOOO] C(Di:#Sfi«BSgai 3(4. -tr^>a> 

^y^P^lzWftzKT S (KeyTable Sele 
c t ion) 0>ffi£. g-T— key O^ffifflLfr 

«^(4 roj ic. ^T-^UT k e y 1 £ffiJSLfc»* 

(i r i j <t-r^> 0 ^cDKTSf*. ±aa)Hffi(7)^ffia>c 

K I fcl4Kfc4»»HcRlt£;:£*<S*Ll*o 0H*f40 
(Dtf^h (06CO2fT#>O>m2#gCDA*f hO)D 6) £ 



[0 0 0 0] g{13£«2 1 <D&^&3 4 (B2) l4S8t 
*»3 7|c»LTWl^:b1**frlV KTS*< To J <D 

m^. p i Dfc»js-r«Bt^e$e^-^;uT k e y o 

*&«*U KTS** ri j -CflMilttCDJIft* P I D 
iC^t^^SSif-^H k e y 1 

[0000] -rft*>%«tt3K8B3 7(D-fel^2* 3 7 B 
(07) (4. KTSA< TOJ 0)t^if-^H key 

0 0 fLti«*«3 7(iTS/^^ h(DP 

1 D*a*+-tLt«*f-?;noSML, pi 

^■fBS^-fi^e^— ^;UT key O ^€»BE^tt LTtt 
^»3 4lZtt«ft-r* 0 SfcWM3 7a>-b^J3 7 
BI4. KTS*< r 1 J 0)t #«T— ^UT k e y 1 £g 

«-T>5o ^Lrg^^gP3 7I4P I D Lt 

**f-^i/Tosa«i, piDow<*atsi^3 
^;ut k e y i *^t>Bt^aiL-ca#»3 4 |C«*&-T *o 

[0 0 0 0] -tLTaHH&3 41*. LT»fc IB-SMI 

[0 0 0 0] C(Di§^(Dm^3I¥il(I£0 8a>:7 

[OOOO] «*«3 4I4RT 2-C*l3*Bfl*&U XT' 
7^SP21 hOP I D£US>X£ 

PRCiftAL. *(DXf7?S P 2 2(ZaIi;o 

[OOOO] Xf*;?S P 2 2f::£lvcMflS3 4(4. 
t V 3 7 ^ IC It ^ P S C 0Tfi e 7 h<Dfil £# 
BSU iSt^va XD^-f P— Kl-lSSStt/r I P/< 

sp2 2icfci^r5ge*A<#e>4xfca^. ^octii 
Tf4t*7h^ roj -e&y. iit^vav^p- 
K(cEl**ifc i P/<*-* hMWflsSttTl^i^i: 

t*Lt6«, m^-a5 3 4iixf ^^s p 3 i 

5fc3iaiL*i3£«7-r*o 

[OOOO] CHlC^LTXf^^S P 2 2|CfcUtf 

r i j r*fey . ^IS-b^i/aXD^^P-KlzEMS 
tltr I P/^^> h*<B^<b£;txTl^C££aLTfc 
y . S»» 3 4 IUf 7^SP23 lzltt?o 
[0 0 0 0] Xf 7^SP2 3CfclNT, tt*«3 4l* 
«tt*ffl3 7lc»LTfc1l>*:b1*£mv> UvX^PR 
rcEtt**tTL^*P I D(Dtt£«**--£: LTft*^— 
^TO^It^o ««*»3 7|CfcMt*** : r- 3^ 
;UT0(Dei^(4. MiKS*^— 0O*«l/3-K 

fr&Hli=» p i oy^ — ;iK»tfttliti7-f-;uK 

^(DVa I i d If* h5b<(t^(C M j K|z» 
[0 0 0 0] f Lt«tS3 4lt ttsR-r— :?;UT0P*3 
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\ZP I D^a-T^U^-K^SaL^^ofcii^. X 
TVZfS P 3 OlZ&^xmm-ttisa Is&f&mLtzlk. 

[0 0 0 0] C*Ur»LT«#»3 4li % ttSS^r— 
TO^ICP I DA<^Sl^^U=i-~K^#aLfcli^. X 
^f^S P 2 4|rf£^-C^^&LfzU=l— KCDiiMm 
SlKp [O] [y] £ UvXSKpCiftAL, 
ySPZ 5lz&& 0 

[0 0 0 0] X^^^S P 2 5lCfcLNTm-^SP3 4li. 
— ^;UT key OXfiT k e y 1 fl)if%&Sffll^l|f 

■efcy. if-^;n k e y i Sffli^ri«#«*a*-r 

^^ZtSSLtfcy, »M34liXf7^SP2 6 

[0000] Xf7?S P 2 6lrfeL\T^-^aJ3 4li. 
if-^Tkey1^b, UvX* Kp(DflttirS4l£-r 
4Key [Kp] J«y BLTUvX* K e y HftAt 
4££*fC % iiKe y [Kp] (COlNTCDV a I i d 

P 2 7Cl*££ 0 

[0 0 0 0] C+LfC^LTX^^^S P 2 5|CfclNT§ 

««**<»&*ifc»ft. :o)c^iiKTS^ roj -cfc 

if-^H key 0£ffll^TB&-5§-g£;gl3g-f ^£ 
CtMLTfiV, W»3 4IUf7?SP2 8^I 

to 

[0 0 0 0] Xf7?S P 2 8|Cfcl^Tm-^ai3 4fi, 
PSC0)H4e7hjUyX^EO|zftAtl»o fit 
tt^ffl3 4I*U5/X* EO<DffiA< roj <D£#. Eve 
nMrBlfl)af-^H key E^bl/vX^ K p CDfilfC 
^«Even»iKeyE [Kp] £BiyfciJL 
TUvX^i K e y (lift A"f £ £ £ t Cl. §SKeyE 

[Kp] |COl>t(DVa I i dt'7h$l/vX^Va I 

i dlZftA-T^CDlC^L. UvX* EO(Dfita< ri j CO 
<h#. O d d^feMf ~^l/T k e y O^b UyX^ 
K p(0mz*ife-?Z>O d dftHSKORK e y O [Kp] £ 
BSyaJLTUv>X$Ke y [CftA-f £<h£*,l:^ Mi^K 
eyO [Kp] fCO^TCDVa I i d tf V h * 
Va I i ddftAL. TsfvZtS P 2 7lC^^ 0 

[0 0 0 0] Xf 7^SP 2 7lrfcL^rm^SP3 4 1*. 
l/v^Va I i dttffilzS^t*T»^tt(D*»/*» 
Xf^SP 2 7|::fclvC5£|§m*<f#£ 

tifca^. cociriip i Dfz^-r^Bg^*<#^E-r 

SLtfey, fK*ISIS3 4ttXf^?S P 3 OIZ^oT^ 
g-b^V3>$«lLt:^ Xf'^SP3 1l:^ot 

[0000] C*llzaLTXf^?S P 2 l[ztSl\xn 



[0 0 0 0] X^f »>^S P 2 9(Cfcl>r^gP3 4I* % 

P 3 1 lzf£oT*&Jl£*l7-r£o 
[oooo] Lrm^-SU3 4li. ^f-^T0 

2O0)af-^l/T k e y O&t/gf-^H k e 
[0 0 0 0] Ja±0)«|riclcJ:*Lli % ftif-^UTO 

So 

[0 0 0 0] S ttK^MMktfik 

<Dmmizfcctzm®<DmT-y)i>$:mm*z>t tt>\z. 

«L«B9h*OUM»t WAtflitLfeCKia 
[0 0 0 0] 

#>i*iE«Lfc«T~^;ui:. aa<o«3S^-«ta^- 

L r B^r— t> £ cfc 3 L fc Z £ ic 

[■■affiW&IMH] 

[01] MMl:J:iilf->fiai/XfAa)i{t;i 

[02] SOIKB0E>DIHMIiS«»'r7a^9B-eft«. 
[03] *9isa^v?<Dmm&7*TV5t&®Vt)%> Q 
[04] BM00)M£$rRttB7fti. 

[05] ^ffil^t7P-f t-K'fel)o 

[06] fo<oni&<Dmno>*<7*sai'^*jV<Dm&£7* 
-fB8«0T-&i> o 

[07] tta>fttKa>»na>flittsRata)«ia«^'rBsi»B 
[08] ^(DSUficD^s^a^as^^-r^p-^A'- 
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uptown 

i mm?— *e&~>x7A* 2 siivxf 

A. 3 4 SMS/XfA. 5 >c>$ 

-**;/K 10 11 E»»fllK«. 

1 2 ^-S-tJ-- /n\ 1 3 £{fA3&*« 1 4- 

-p— */u*-v hr7— 15 &mr>T-+. 20 



^I7>ft2 0. 2 1 giSSSB. 2 2 1f 

ttttasn* 23 m^igi, 2 4 a-:&;u 

30 CPU. 31 7P>hI> 

K». 32 T^u^u^-y-. 33 g(l:?>r;u 

3 4 «^». 3 5 ^xy** 3 6 

7737 -f :7x-X»* 3 

9 /<X 3 9 o 



[HI] 




[12] 



~-S3 



x>K» 



31 031 



32 



37 



fit . 



Mr 



34 D3A 35 

at— 



36 



39 



30 



CPU 



192 
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[B3] 



- » it. A- k " -*■ ■»■ 



i p 


SSI 


PI 


R«v 




M ACT Kl>X*6 . 


MAC7 KL/X^S 


Rw 


PSC 


ASC 


LSF 


Oil 






MAC7 KUA# 4 


MAC7 KUX#3 


MAC7KU;A#2 





13 Hva^^ 



[i4] 



To PlD^jftr-^ 



V PIDCO] 


V Kp[0H0] 


V. PIDtl] 


V Kp[0](0J 


V PIDC2] 


VKp[0GtO] 


• ■ 


V PID[n-1] 


VKp[0][n-13 



37A 9 



Ti IIAC7 KUX«*^-^il/ 



V HACC03 


V Kp[1][0] 


V UAC[1] 


VKpmtO] 


V MAC123 


YKptUCO] 


• ' 1 
• 


VBACCn-U 





V KeyECO] 



V IUyE[1] 



V KsyE[2] 



V KeyECp-13 



CXI 



V KeyO[0] 



V KoyOtl] 



V KayO [2] 



V KeyO[p-13 



acicDtaicicc-c. 



37 



i3 4 -a^bfli«: 



(12) 



!$B8 2 0 0 3 - 1 1 0 5 4 9 



[15] 



[18] 



PR-AftPIP 




' i 



Yalid-ValidtKp. EO] 




Key— Key [Xp. EO] |^SP1 0 



I 



;pi2 - 

a' s ft-^s^m 



I PR^AflPlP M ** 1 




/SP28 



Key-Key DCp. ED] 
Valid-VBlid[Kp.E01 



^sp 3a 




a 8 i&onmowmv&^&m 



[16] 



D7 



1/W h 



DO 07 



i jU h 



~> f — 

) D7 



DO D7 



Vr— I D 


SSI 


PI 


Rsv 




M A CT KL/A#6 


■ 


MAC7KUX#5 


Rev 

xra 


PSC 


ASC 


LSF 


CNJ 








.' MAC/ KU^#4 


MA.C7 KUX#3 


MAC7 KI^X#2 


MAC7h'L/^# 1 





CRC 



16 ffiCD^fifea>»<S0)-fe^->3>^^? 
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[0 7] 



To ajfr-J/1. 



V PID[0] 


VKp[O][0) 


V RIDM . 


V KpWHO) 


V PID[2) 


V Kp[0][03 


• .• "* 


V PlD[n-l} 


VKp[0][n-1] 



KTS 



37B fcU** 




V KeyECO] 


V KeyOtOJ 


V K«yE[1] 




V KeyE[2] . 


V KeyO[2] 


• 
• 


• 

• • •" 
• 


V KeyECp-H] 


V KcyOCp-13 



V Key[lH03 



Y Key[t][1) 



V Kby[1][2) 



V Key[1][q-1] 



37 



4 
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